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1 Introduction

Lake Macquarie City Council (“Council”) is committed to the prevention, deterrence, detection and 
response to all forms of fraud and corruption.   

Fraud and corruption can be damaging to Council through financial loss, loss of public confidence (either 
perceived or real), reputational damage and adverse publicity. Council is the custodian of significant 
public funds and assets; therefore, it is important that the community have assurance that these are 
adequately protected from fraud and corruption.

This Fraud Control Plan documents Council’s approach to controlling fraud at a strategic and operational 
level, including the responsibilities for implementing and monitoring related activities.  It provides the 
basis on which Council can obtain assurance that it is aware of all its major fraud risks, and that it has 
adequate prevention, detection and response initiatives in place. 

The Fraud Control Plan is based on the Australian Standard 8001-2008, Fraud and Corruption Control 
and has been endorsed by Council’s Executive and noted by the Audit, Risk and Innovation Committee 
(“Audit Committee”).

Purpose

The purpose of this Fraud Control Plan is to provide: 

 An integrated and overarching strategy to control Fraud and Corruption risk at Council. 
 Context to guide and align all Fraud and Corruption management activities. 
 Context for evaluation and continuous improvement of Fraud and Corruption management 

activities at Council. 

Scope

This Plan sets out the commitment of the Chief Executive Officer and Senior Management team to a 
Council free from Fraud and Corruption. 

Everyone at Council (Councillors, Council staff, volunteers and contractors) is responsible and can 
contribute to ensuring Council business and operations are free from Fraud and Corruption. 

2 Council’s approach to fraud and corruption

Council has zero tolerance for corrupt conduct or fraudulent activities and is committed to the prevention, 
detection and response of all forms of fraud and corruption.  

Council’s fraud and corruption Control environment is based on Standards Australia's Fraud and 
Corruption Control Standard AS8001-2008 and the ten key attributes of fraud control contained in the 
Audit Office of NSW's Fraud Control Improvement Kit: Managing your fraud control obligations (2015). 
The Standard views fraud and corruption control as a holistic concept involving implementation and 
continuous monitoring across three key themes: 
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Within these three themes sit the NSW Audit Office Kit’s ten attributes: 

1. Leadership 

2. Ethical framework 

3. Responsibility structures 

4. Fraud control policy 

5. Prevention systems

6. Fraud awareness 

7. Third party management systems 

8. Notification systems 

9. Detection systems

10. Investigation systems

For each attribute, the NSWAO has a checklist of high-level processes and behaviours that should be 
present and information on what you might expect to see in a successful fraud control framework. 
Council assessment and required action occurs on a regular basis to support achievement of the 
recommendations for better practice.

Code of Conduct     

Council’s Fraud Control Plan, Fraud and Corruption Prevention Policy, Code of Conduct and Business 
Ethics Policy are important documents for articulating Council’s objectives and expected outcomes in 
managing fraud and corruption.  

The Fraud Control Plan together with the Fraud and Corruption Prevention Policy establish Council’s 
attitude and approach to fraud and corruption control.  The Code of Conduct and the Business Ethics 
policy set out the high standards of ethical behaviour expected in delivery of Council’s commitment to 
these outcomes.
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3 Planning 

Fraud and corruption control planning

The NSW Auditor General’s Office Fraud Control Improvement Kit (2015) makes recommendations that 
councils should develop a fraud control plan that:

 includes key fraud control activities, responsibilities and timeframes; 

 includes information on review mechanisms to enable regular evaluation of the effectiveness of 
fraud control strategies;                          

 is regularly reviewed and updated (at least every two years); and

 reports outcomes and results to senior management and the Audit Committee.

Council has developed the Fraud Control Plan in line with these recommendations. The Fraud Control 
Plan details Council’s intended action in implementing and monitoring its fraud and corruption 
prevention, detection and response initiatives.

Accountability for the implementation and ongoing monitoring of the plan has been assigned to the 
Internal Ombudsman.  The Internal Ombudsman will report annually to the Executive on the progress of 
delivery on the outcomes from this Plan.

The Fraud Control Plan is to be communicated to external stakeholders by way of:

 An appropriate note in the Annual Report as part of the general declaration of integrity or 
corporate governance;

 Declarations in general terms and conditions of business dealings with external parties;

 Declarations in “requests for tender” or similar invitations to propose to Council; and

 Council’s website.

Regular internal communication is to be undertaken to ensure management and employees are informed 
of fraud and corruption control issues, policy and processes.  The Fraud Control Plan is to be accessible 
to all employees, via the website and at Induction Programs and Fraud Awareness Programs.

4 Governance 

Council’s Chief Executive Officer (CEO) has ultimate responsibility for Council’s fraud and corruption risk 
management environment and endorses and supports effective risk management, practice and culture 
and the control activities and objectives outlined in this plan. The CEO has responsibility for approving, 
adopting and reviewing the plan. While overall responsibility for the plan rests with the CEO, effective 
implementation of the plan is dependent on the active participation of all who are subject to its 
guidelines. This includes use of a risk-based approach for fraud and corruption control, compliance with 
the internal control systems and extends to the correct procedures for reporting instances of suspected 
fraud and corruption. 
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Resource allocation

Council is committed to allocating the required resources across the organisation to ensure appropriate 
controls are in place with regards to fraud and corruption.  In particular, resources will be made available 
to:

 Implement the FCP and Policy initiatives

 Undertake fraud and corruption risk assessments

 Deliver organisational training and awareness

 Review incident reports

 Undertake investigations

 Implement recommendations to address and mitigate fraud and corruption.

Responsibilities for fraud and corruption control

Appropriate governance structures are critical to the effective operation of fraud and corruption control. 
Implementing an effective control environment for fraud and corruption prevention is a practical 
demonstration that Council is serious about its commitment to ethical practice. 

Summary of Responsibility for fraud and corruption control

Role Responsibility

Mayor and Councillors The Mayor and Councillors are responsible for:
 leading and demonstrating a culture of ethical behaviour
 setting the budget and ensuring sufficient allocation of resources for fraud and 

corruption control activities at Council
 receiving annual reports from ARIC
 conducting themselves and performing their duties in accordance with the 

principles of the Code of Conduct and Council’s values.

Audit, Risk and 
Improvement Committee 
(ARIC)

 The ARIC provides independent assurance and advice to the CEO and Mayor. 
 The Committee assesses and advises on the effectiveness of systems of internal 

control across Council and internal and external audit plans. 
 The Committee also provides information to Council for the purpose of improving 

Council’s performance of its functions.
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CEO The CEO has the primary responsibility for the prevention and detection of fraud and 
corruption as part of the governance of Council. This involves a commitment to 
creating and maintaining a culture of honesty and ethical behaviour. Responsibilities 
include:
 demonstrating leadership and commitment to fraud control and prevention by 

endorsing and promoting the plan and associated tools and procedures
 approving, adopting and reviewing the FCP
 ensuring that appropriate resources are dedicated to fraud and corruption control 

and communicating responsibilities under the FCP 
 ensuring effective internal controls and risk assessment and management 

systems are in place
 ensuring identified fraud and corruption risks are fully addressed
 approving and monitoring systems of control and accountability for Council
 receiving reports on suspected cases of fraud and corruption and approving any 

further action plans or activities relating to the handling of matters
 reporting instances of suspected fraud and corruption to ICAC and where 

appropriate to the NSW Police.

Executive  The Executive has a leadership role in developing and promoting an ethical 
culture, and share responsibility for prevention and detection of fraud and 
corruption, governance of the Council and risk management. 

 Directors are responsible for ensuring that specific and ongoing training is 
provided for staff primarily engaged in fraud and corruption control activities and 
staff working in high risk fraud and corruption areas.

 Directors consider strategic issues impacting their respective clusters, including 
any ongoing or emerging fraud and corruption risks, and monitor performance in 
delivering outcomes.

Senior Leadership Network 
(SLN)

Each member of the SLN is responsible for:
 championing the FCP and promoting ethical behaviour and culture
 implementing the FCP and compliance with relevant codes, legislation and 

Council’s policies and procedures relating to their area
 enabling internal control systems to operate effectively
 communicating the FCP and responsibilities of staff in their area
 identifying risks and developing appropriate internal risk mitigation control systems
 considering new and emerging risks and where necessary adjusting controls 
 employees understanding the purpose of and comply with internal controls
 reporting suspected fraud and corruption through the appropriate channels.

Internal Auditor  Under Council’s Fraud and Corruption Prevention Policy and Procedure and FCP 
the primary responsibility for the identification of fraud and corruption rests with 
management.  However, it is recognised that internal audit activity can also be an 
effective part of the overall control environment to identify fraud and corruption.

 The Internal Audit Plan is a key independent governance tool that plans and 
conducts a series of reviews, which incorporates the detection and prevention of 
fraud and corruption throughout Council.
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Internal Ombudsman  The Internal Ombudsman has responsibility for ensuring that the processes 
underpinning Council’s fraud and corruption control resources work together in a 
coordinated way to achieve the objectives as set out in the FCP.

 Where required, external assistance will be engaged, to support the delivery of 
any aspects of this plan.

 When deemed necessary, Council will utilise the role of the Internal Ombudsman 
in the investigation and reporting of any suspected fraud or corrupt activity.

All Council employees All Council employees are responsible for:
 fulfilling their responsibilities under the FCP
 conducting themselves and performing their duties in accordance with the 

principles of the Code of Conduct and Council’s values
 complying with Council’s internal control systems, policies and procedures
 reporting suspected fraud and corruption through the appropriate channels.

5 Strategies and Actions

Implementing and maintaining Council’s integrity framework

The Code of Conduct is a key enabler in delivering the sound and ethical culture required in the 
prevention of fraud and corruption throughout the organisation and supported by various policies and 
procedures including: 

 Code of Conduct

 Fraud and Corruption Prevention Policy and Procedure

 Fraud Control Plan

 Public Interest Disclosure – Internal Reporting Policy

 Feedback Management Policy

 Business Ethics Policy

 Disciplinary Policy

 Disclosure of Pecuniary Interests Guidelines

The key strategies and actions for each fraud control function within Council are as follows:
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Area / Strategy Action Responsibility Frequency Due

Prevention

Clusters will undertake a fraud 
risk assessment every two 
years with a view to 
maintaining a Fraud and 
Corruption Risk Register

Directors

Support from 
Enterprise Risk 
Lead 

2020, and at least 
every 2 years 
thereafter

Oct-Dec 2020

Council’s Fraud Control Plan is 
in place and reviewed at least 
once every 2 years. 

Internal 
Ombudsman

Review at least 
every 2 years

July - August 2020

Develop a 
coordinated 
approach to 
manage fraud 
risks

Internal Audits consider fraud 
risks of management 
processes and control activities 

Internal Auditor

Audit Risk and 
Improvement 
Committee

Ongoing as part 
of 3-year internal 
audit plan

Each audit report

Staff induction includes fraud 
awareness training

Manager People 
Culture and Risk

On 
commencement 
of employment

100% new staff 
trained

Communication to all staff their 
responsibilities with regard to 
preventing, detecting and 
reporting fraud.

Each SLN 
member 

At least annually 
at team meetings

By Dec each year

Training to the Senior 
Leadership Network on Public 
Interest Disclosures and 
receiving reports of fraud and 
corruption 

Internal 
Ombudsman

Annually By Dec each year

Workshop on fraud and 
corruption prevention to senior 
roles managing high fraud risk 
areas

Internal Auditor 2020, and every 
two years 
thereafter

Oct – Dec 2020

Create a fraud 
resistant 
Council

Regular updates to staff on 
how to report fraud published 
on Backyard at least six-
monthly

Internal 
Ombudsman 
Head of 
Communications 
and Corporate 
Strategy

Biannual October and April 
each year

Foster an 
environment 
which 
promotes the 
highest 
standards of 
ethical 
behaviour

Communicate to staff the 
procedures for resolving ethical 
dilemmas through Code of 
Conduct training.

All staff Code of Conduct 
training 
completed every 
2 years

All staff to complete 
refresher training by 
June 2022

Internal 
controls in 
high risk areas 

Risk based pre-employment 
screening for fraud risk

Manager People, 
Culture and Risk

Prior to 
commencement 
of employment

Before 
commencement
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Area / Strategy Action Responsibility Frequency Due

Supplier vetting, particularly for 
high-risk or high value 
purchases.

Chief Financial 
Officer 

Ongoing Prior to execution of 
contract, 
engagement of 
supplier and/or 
processing a new 
supplier form 

are in place

Supplier due diligence

Contract and supplier 
management procedures, fully 
in place Feb 2021 when 
contract management software 
implemented

Purchasing delegations

Segregation of duties

Masterfile changes reviews

2 persons involved in 
payments and bank transfer 
approvals

Reconciliation

Expenditure review

Chief Financial 
Officer

Ongoing Effectiveness 
assessed by 
management review 
and internal audit

Communicate to staff 
procedures for gifts and 
benefits declarations and 
conflict of interest identification 
and reporting  

Senior Leadership 
Network

Ongoing G&B – Nov each 
year

COI – August – Sep 
each year

Disclosure of pecuniary 
interests by councillors and 
designated persons, including 
disclosures of interests in 
written returns and at meetings

Councillors and 
designated 
persons

Ongoing Jul – Sep each year

IT security procedures

Firewalls

Password management

Chief Information 
Officer

Ongoing Effectiveness 
assessed by 
management review 
and internal audit

Detection

Systems are in place to quickly 
identify instances of fraud and 
corruption such as data mining 
and post transactional reviews.

Chief Financial 
Officer

Ongoing 

Variance and exception reports 
produced for activities 
vulnerable to fraud.  

Quarterly

Council is 
positioned to 
detect fraud

 Timesheets Manager PCR
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Area / Strategy Action Responsibility Frequency Due

(overtime / allowances)

 Purchasing 
(P-cards /supplier spend)

CFO

 Budgets CFO

 Stores Manager City 
Works

Variance and exception reports 
are sourced and reviewed for 
indicators of fraud (eg 
excessive / suspicious 
transactions)

Each SLN 
member in area of 
responsibility 

Quarterly

Reporting processes are well 
advertised, and include 
anonymous options: 

Ongoing

Feedback Management Policy Head of Customer 
Experience

Public Interest Disclosure – 
Internal Reporting Policy

Internal 
Ombudsman

Code of Conduct training Manager PCR

Multiple avenues are in place 
for staff, the public and 
suppliers to report concerns 
including online fraud reporting 
and ethical conduct mailbox.

Internal 
Ombudsman

Ongoing

Response

Fraud Prevention Policy 
provides direction for dealing 
with suspected fraud and 
corruption

CEO

Internal 
Ombudsman

Ongoing

Maintain fraud incident 
Register for all matters 
reported to the CEO

Internal 
Ombudsman

Ongoing Reported to Exec 
and ARIC Feb and 
August each year

When there is reasonable 
suspicion that fraud or corrupt 
conduct has occurred, to report 
it to ICAC and/or NSW 
Ombudsman 

CEO

Internal 
Ombudsman

In line with 
notification 
requirements

As required

Processes are 
implemented 
to record, 
analyse and 
escalate all 
incidents.

If deemed cost effective 
Council will initiate appropriate 
recovery action

CEO As necessary As required
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Area / Strategy Action Responsibility Frequency Due

Disciplinary Policy and 
Procedures outline potential 
disciplinary outcomes

Manager People 
Culture and Risk 

Ongoing

Processes are 
in place to 
review internal 
controls after 
incidents.

Where fraud is detected, the 
internal controls directly 
relating to the fraud involved 
will be reviewed and 
improvements implemented 
where necessary.  

Report provided to the Internal 
Ombudsman with 
recommended actions and 
timeframes identified.

Relevant 
manager

As necessary At conclusion of 
investigation

6 Review and evaluation

The Fraud Control Plan is reviewed and amended at intervals appropriate to Council but at minimum, 
once every two years to take consideration of business and technological change.

The Internal Ombudsman will review the Fraud Control Plan.  In reviewing the plan, the Internal 
Ombudsman shall give regard to the following:

 Confirmation or amendment to Council’s fraud and corruption control objectives

 Significant changes in business conditions

 Strategies arising out of recently detected fraud or corruption control incidents

 Results of fraud and corruption risk assessments completed

 Changes in fraud and corruption control practices locally and internationally

 Resourcing requirements

 Any identified changing nature of fraud and corruption within the public sector.



 Guideline - internal LMCC Fraud Control Plan

This is a controlled document.  Before using this document, check it is the latest version by checking it on Council’s intranet.
Unless otherwise shown, printed or downloaded versions of this document are uncontrolled.
Version 1 - 8 September 2020 Page 12 of 13

Controlled Document Information
Authorisation Details
Folder No: F2004/12078 TRIM Record No: D09878073

Audience: Council Wide - All Staff 

Department: Executive & Mayor Support Officer: Internal Ombudsman - Martene 
Archer 

Key focus area(s): Fraud and corruption prevention

Review Timeframe:
Max < 4 years 

2 years Next Scheduled Review 
Date:

8 September 2022

Authorisation: Executive

Authorisation Date: 8 September 2020

Related Document Information, Standards & References
Related Legislation: (Legislation Name) (Relationship/Context)

Related Policies: Code of Conduct
Fraud and Corruption Prevention Policy 
and Procedure
Public Interest Disclosure – Internal 
Reporting Policy
Feedback Management Policy
Business Ethics Policy
Disciplinary Policy
Disclosure of Pecuniary Interests 
Guidelines

The Code of Conduct is a key enabler in delivering the 
sound and ethical culture required in the prevention of 
fraud and corruption throughout the organisation and 
supported by various policies and procedures.

Related Procedures, 
Guidelines, Forms, 
WHS Modules/PCD’s, 
Risk Assessments, 
Work Method 
Statements:

Fraud and Corruption Risk Reporting - 
Form - Version 2

Form to make reports of suspected fraud and 
corruption.

Standards, COP’s & 
Other References

Australian Standard AS8001-2008 
Fraud and Corruption Control 
Fraud Control Improvement Kit (NSW 
Audit Office, 2015)
Fraud Prevention Strategies in Local 
Government (Victorian Auditor 
General’s Office, 2012)

Definitions
Term / Abbreviation Definition

Fraud and corruption Fraud is dishonestly obtaining a benefit or causing a loss (which is more than a trivial 
benefit or loss) by deception or other means such as the deliberate falsification, 
concealment, destruction or use of falsified business documents.  Examples of fraud 
include but are not limited to: 
a) payroll fraud
b) theft or unauthorised use by employees of council resources including plant, 
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equipment, inventory and materials 
c) accounts receivable fraud including the misappropriation or misdirection of 
money received by Council 
d) procurement fraud 
e) IT-related fraud including misappropriation of funds or other assets through 
unauthorised access to data, misuse of email, manipulation of information technology 
systems, and unauthorised use of passwords.  
Corruption and corrupt conduct will have the same meanings as defined in the 
Independent Commission Against Corruption Act 1988 (the ICAC Act), which is set 
out in Appendix 1 of Council’s Fraud and Corruption Prevention Policy.
Corruption can manifest in numerous ways, a few examples of which include:
a) making regulatory decisions such as those related to development 
applications and enforcement action based on the receipt of a Personal Benefit 
b) tender contracts awarded to third parties in exchange for receipt of a Personal 
Benefit
c) favourable planning decisions regarding rezoning, Council’s local 
environmental plan or development control plans in exchange for Personal Benefits
d) bypassing recruitment procedures to employ friends or family members
e) accessing confidential ratepayer information as a favour to a friend or relative
f) using a corporate credit card to pay for personal items

Consultation (update for each version created)
Key Departments, Teams, 
Positions, Meetings:

Executive
Audit Risk and Improvement Committee
Senior Leadership Network
Relevant managers with specified responsibilities outlined in the Plan

Version History
Version 
No
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Changed

Modified By Details and Comments

1 8 Sep 2020 Martene Archer Biennial review


